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Setting up Okta SAML Account Identity Provider

This topic describes how to set up Okta SAML as an account identity provider (1dP).

Prerequisites:

e Oktaaccount
e Proofpoint Information Protection Platform ITM account

e From the Proofpoint Information Protection Platform, select the Administration app. Select Set-
tings and complete the following settings (see IdP Configuration):

¢ Kind: Select saml
e Alias: Choose an Alias. You'll use this when you setup Okta SAML.

e Name: Choose a Name. This will appear in the Proofpoint Information Protection Platform
login page.

e Open both the Proofpoint Information Protection Platform and Okta dashboard so you will be able
to copy/paste between them.

Important: This document was last update February 2021 and is accurate to that date.

Setting up from the Okta dashboard

1. Loginto your Okta account.

2. Select the Applications tab and in the Applications screen, click Add Application.

3. Inthe Add Application screen, select Create New App.


https://documentation.observeit.com/SAAS/admin/accounts_settings_idp_configuration.htm
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4. Inthe Create a New Application Integration dialog box, do the following:

¢ |nthe Platform field, select Web from the dropdown.
¢ Inthe Sign on method, select SAML 2.0.
e Click Create.

_reate a New Application Integration

Platform Web v
Sign on method Secure Web Authentication (SWA)
®) SAML 20

OpenlD Connect

5. Inthe Create SAML Integration screen, in General Settings tab provide an App name and option-
ally set up an App logo. Click Next.
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6. In Configure SAML tab, fill in the following fields as shown:

n LIRL Callback URL
RCipaen] LKL Login URL
tion UR Callback URL
; E Alias
I Rl
Mame ID Addre

¢ Single Sign on URL: Copy Callback URL from the Create Provider dialog box in Proofpoint
Information Protection Platform. Leave the check boxes blank.

e Recipient URL: Copy Login URL from the Create Provider dialog box in Proofpoint Inform-
ation Protection Platform. (This field appears only after you have filled in the Single sign on
URL.
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Destination URL: Copy Callback URL from the Create Provider dialog box in Proofpoint
Information Protection Platform. (This field appears only after you have filled in the Single
sign on URL.

Audience URI: Copy the Alias you provided in the Create Provider dialog box in Proofpoint
Information Protection Platform.

Name ID format: Select EmailAdress from the dropdown.

Application username: Select Email from the dropdown.

Name: Complete the user firstName and user lastName values.

Click Next

7. Provide the required feedback and click Finish.

8. From the Sign On tab, in the Settings, click View Setup Instructions.

T apbirsm

9. Scroll down and you can see the fields you will need to copy.
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The following is needed to configure Sample SAML

n ldentity Provider Single Sign-On URL

https proofpointiechwriter. okta. comSapp/proofpointtechmr iter _samplesaml _1/exkiawin radkciddsso/saml

n ldentty Provider Issuer
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----- END CERTIFIC -

10. Complete the following fields in the he Create Provider dialog box in Proofpoint Information Pro-
tection Platform from the Okta Settings as shown:
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Create Provider
Kind
saml v

Alias

sample-alias

Use only lowercase characters, dashes and underscores
Name

Sample [dP

Issuer

Identity Provider Issuer

Entry Point

Identity Provider Single Sign-On URL

Certificate

Certificate

Callback URL

https://app.us-east-1-ci1.dev.oit.proofpoint.com/v2/apis/auth/logins/san

Initiate Login URL

https://app.us-east-1-ci1.dev.oit.proofpoint.com/v2/apis/auth/logins/san

Cancel

e Issuer: Copy Identity Provider Issuer.
¢ Entry Point: Copy Identity Provider Single Sign-On URL.

e Certificate: Copy the Certificate.

Click Save.
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